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Commercial in confidence

This report is confidential and is intended for use by the management and directors
of the Sheffield City Region Mayoral Combined Authority and South Yorkshire
Passenger Transport Executive. It forms part of our continuing dialogue with you. It
should not be made available, in whole or in part, to any third party without our prior
written consent. We do not accept responsibility for any reliance that third parties
may place upon this report. Any third party relying on this report does so entirely at
its own risk. We accept no liability to any third party for any loss or damage suffered
or costs incurred, arising out of or in connection with the use of this report, however
such loss or damage is caused.

It is the responsibility solely of the Sheffield City Region Mayoral Combined
Authority and South Yorkshire Passenger Transport Executive management and
directors to ensure there are adequate arrangements in place in relation to risk
management, governance, control and value for money.
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Executive Summary

We achieved our audit objectives by:

= Interviewing staff responsible for areas covered by the IASME Governance
Self-Assessment Questionnaire analysis

= Performing a walkthrough of the Authority’s processes to confirm our
understanding

= Interviewing staff responsible for implementing GDPR projects as part of the
remediation activities to understand from them:

- Which projects exist
- How projects are run
- How progress is reported

» Reviewing documentation to align GDPR Action Plan remedial activities with
IASME Governance Self-Assessment Questionnaire non-compliant areas

= Reviewing policies and procedures that evidence compliance with GDPR
surfaced through analysis when spot checking answers

» Interviewing staff responsible for GDPR Action Plan activities to understand
from them:

- Are plans well understood with clear objectives

- Have appropriate stakeholders been identified and engaged

- Has sufficient resource, at the right level of experience been assigned
- Has budget (where required) been assigned

The findings and conclusions from this review will feed into our annual opinion to
the Audit Committee on the adequacy of the Authority’s overall internal control
environment.
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Significant assurance with some improvement required

The main purpose of the audit was to assess overall compliance with the GDPR as
it has been implemented in the UK ie the Data Protection Act 2018 (DPA2018),
which became law in May 2018.

We have been able to find extensive evidence of good practice being used by
dedicated, professional and very busy organisations. This reflects the sound work
undertaken in initially meeting the GDPR/DPA2018 requirements, and subsequent
activities to improve the effectiveness of what was originally implemented.
However, whilst there are a few control related issues, there are also many
opportunities which we have identified to extend further the initial work to create a
more robust, comprehensive and efficient level of compliance with this challenging
and wide-ranging legislation.

We have concluded that the processes provide a SIGNIFICANT ASSURANCE
WITH SOME IMPROVEMENT REQUIRED level of assurance to the Board.

Our findings are subsequently summarised in the Action Plan section of this report.



Executive Summary

* Comprehensive GDPR related management processes with supporting policies The table below sets out the number and nature of recommendations set out in this
and procedures, although sometimes different in content and approach report.

= Comprehensive manual mapping of systems and processes using personal data X y X
across, using an Information Asset Register based approach although in some
areas these registers are different and need updating Recommendations 0 0 5 9

= Evidence of active and ongoing training and awareness activities

= Evidence of engaged leadership team, with clearly delegated powers to an
effective and well managed group of officers

= Indirect evidence that the Authority is using a risk-based approach to GDPR in We would like to take this opportunity to thank your staff for their co-operation during
most areas although some areas of potential exposure haven'’t been fully this review.
addressed eg Third Party Supplier Management

» Third Party Supplier Management (low)
* Information Asset Management (low)

» Information Security Classifications (low)
» Risk Management (low)

*  Website Accuracy (low)

» Controls Framework

* Quality Management Policies and Procedures
» Future Developments and Plans

» Compliance Management Automation

* Log File Management

* HR Platform

» Backup Data Protection

» Self Auditing

» Unstructured Data
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Action Plan

In this section we set out the findings arising from our work. We have organised the findings by recommendation rating. Details of what each of the ratings represents can
be found in Appendix 3. NB Unless stated otherwise, our findings relate to both organisations ie the Authority and not to a specific organisation.

Findings and Recommendation Action Plan

Third Party Supplier  Key findings Agreed Actions:
Management

Whilst there are

legal, contractual
clause in place to
ensure suppliers are Procurement Teams
aware of what is

(low) Agreed, on a case hy

The third-party payment provider and payroll service have not been independently assessed (due case risk approach.

diligence) to ensure it is compliant with GDPR/DPA2018 legislation and documentary evidence secured to
confirm this. Responsible Officer:

Recommendation Executive Lead:
expected of them, " - : :
there are minimal 1 Introduce a new due-diligence process across both organisations to ask suppliers handling Steve Davenport
due-diligence checks GDPR/DPA2018 designated personal data to complete an initial information security assessment
undertaken, on a questionnaire, possibly based on the Cabinet Office’s Supplier Assurance Framework: Good Due Date:
risk-based approach Practice Guide and then, depending on the risk level present, conduct further independent 01/08/2020
to independently checks.
assess the security : : : :
posture of third party See Key Recommendation Guidance on page 19 for more information.
suppliers.
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Action Plan

In this section we set out the findings arising from our work. We have organised the findings by recommendation rating. Details of what each of the ratings represents can
be found in Appendix 3. NB Unless stated otherwise, our findings relate to both organisations ie the Authority and not to a specific organisation.

Findings and Recommendation Action Plan

(low)

Information Asset
Management

Each organisation
has a different
Information Asset
Register process,
with different register
formats and
interpretations of
what is needed, and
missing entries
relating not just to
content but also
scope.

© 2020 Grant Thornton UK LLP | Confidential

Key findings Agreed Actions:

Agreed, to standardise

Each organisation uses a different Information Asset Register (IAR) format. SYPTE’s IAR only contains a . : .
information asset register.

small subset of the fields used by SCRMCA, and does not clearly identify the associated Security
Classification and other details which should be tracked and actively managed/maintained.

SCRMCA'’s IAR does not recognise that some of their data is being processed on their behalf by SYPTE’s
eg HR and Finance related data in SYPTE’s HR WorldServices platform and SYPTE'’s Finance outsourced
payroll service.

Responsible Officer:

Claire James and Andy
Dickinson

Executive Lead:

e ET R Andy Dickinson and Stephen

Batey
2 Review the way in which the Information Asset Register is used across both organisations and Due Date-
look for an opportunity to standardise on a more consistent, comprehensive version that includes u '
all key fields that should be tracked for both organisations in line with the requirements of 01/12/2020

GDPR/DPA2018.



Action Plan

In this section we set out the findings arising from our work. We have organised the findings by recommendation rating. Details of what each of the ratings represents can
be found in Appendix 3. NB Unless stated otherwise, our findings relate to both organisations ie the Authority and not to a specific organisation.

Findings and Recommendation Action Plan

(low)

Information Security
Classifications

Not all data/sources
have had an
appropriate
information security
classification
assigned, particularly
in the area of the
significant amount of
official-sensitive HR
related data that
resides in multiple
locations across the
two organisations
systems in both
structured and un-
structured forms.

© 2020 Grant Thornton UK LLP | Confidential

Key findings Agreed Actions:

Agreed, review the way
information security
classifications are used
across both organisations.

Data classification criteria should be reviewed as part of regular ongoing cycle of Data Audit in both
organisations, and reflected in updates to IAR’s (ref back to Cabinet Office guidance on use of Official-
Sensitive). SYPTE'’s IAR only contains a small subset of the fields used by SCRMCA, and does not clearly
identify the associated Security Classification which should be used.

Responsible Officer:

Recommendation Stephen Batey and Andy

Dickinson
3 Review the way in which the Information Security Classifications are being used across both )
organisations to support GDPR/DPA2018 compliance to ensure that they are being used Executive Lead:
consistently, in line with Cabinet Office guidance on Government Security Classifications, both Steve Davenport
from a classification and protection of data perspective.
Due Date:
31/03/2020

See Key Recommendation Guidance on page 20 for more information.
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Action Plan

In this section we set out the findings arising from our work. We have organised the findings by recommendation rating. Details of what each of the ratings represents can

be found in Appendix 3. NB Unless stated otherwise, our findings relate to both organisations ie the Authority and not to a specific organisation.

Findings and Recommendation Action Plan

Risk Management

(low) Separate systems
are being used by
both organisations,
with cyber and
GDPR related risks
only being held and
managed at a
summarised level.

© 2020 Grant Thornton UK LLP | Confidential

Key findings

Different systems are being used in each organisation to manage risks; SYPTE uses 4Risk and SCRMCA
uses spreadsheets. No detailed risk management procedure available for review, other than high-level
policy. Risks eg Cyber and GDPR are being managed at a summarised level in both organisations.

Agreed Actions:

Agreed, review how GDPR
related risks are being
managed across both
organisations. Risk registers to
be updated following review.

Responsible Officer:

Claire James and Andy
Dickinson

Executive Lead:
Steve Davenport
Due Date:
01/09/2020
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Action Plan

Website Accuracy

(low) Some key
documents referred
to on the websites of
both organisations
are out of date,
including the IT
Policy last updated in
April 2011 and an
incorrect reference
on SCRMCA’s
Procedures page to
the DPA1998.

© 2020 Grant Thornton UK LLP | Confidential

Key findings

SCRMCA'’s website incorrectly refers to the 1998 DPA on Procedures page. SCRMCA website on
Procedures page links IT Policy back to SYPTE’s but in this policy, last updated in 2011, there is no
reference to SCRMCA and is out-of-date.

In this section we set out the findings arising from our work. We have organised the findings by recommendation rating. Details of what each of the ratings represents can
be found in Appendix 3. NB Unless stated otherwise, our findings relate to both organisations ie the Authority and not to a specific organisation.

Findings and Recommendation Action Plan

Agreed Actions:

Agreed, the public facing
websites will be updated,
and a new IT Policy will be
implemented in April 2020.

Responsible Officer:

Christine Marriott and Andy
Dickinson

Executive Lead:
Andy Dickinson
Due Date:
01/04/2020
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Action Plan

In this section we set out the findings arising from our work. We have organised the findings by recommendation rating. Details of what each of the ratings represents can

be found in Appendix 3. NB Unless stated otherwise, our findings relate to both organisations ie the Authority and not to a specific organisation.

Findings and Recommendation Action Plan

Controls Framework

(imp)  No controls
framework in place
to help manage
ongoing compliance
with requirements of
GDPR and other
related compliance
legislation.

© 2020 Grant Thornton UK LLP | Confidential

Key findings

There is no ongoing, proactive overall process for early detection and correction of control deficiencies
before an audit.

Recommendation

6 Investigate the use of a suitable full or partial controls framework (eg ISACA GDPR, ICO 10 Step,
ISO 27001, or something similar) that can be used across both organisations to help maintain a
robust level of ongoing compliance with the requirements of GDPR/DPA2018.

See Key Recommendation Guidance on pages 21/22/23 for more information.

Agreed Actions:

Implement Cyber Essentials
Plus in 2021 and review further
requirements thereafter.

Responsible Officer:
Nick Brailsford
Executive Lead:
Andy Dickinson

Due Date:
01/03/2021



Action Plan

In this section we set out the findings arising from our work. We have organised the findings by recommendation rating. Details of what each of the ratings represents can
be found in Appendix 3. NB Unless stated otherwise, our findings relate to both organisations ie the Authority and not to a specific organisation.

Findings and Recommendation Action Plan

Quality Key findings Agreed Actions:
(imp) w . : . -~ Agreed, annual review to be
Policies and Comprehensive GDPR related management processes with supporting policies and procedures, across un derta’ken
Procedures both organisations although sometimes different in content and approach. Published policies and '
procedures do not (always) have review periods specified and in some cases, are out-of-date eg SYPTE’'s  Responsible Officer:

Although it appears X
that policies, I Fele Principal Solicitor
procedures are

I Executive Lead:
initially agreed

Recommendation

across both _ - _ Steve Davenport
organisations on 7 Review the way GDPR/DPA2018 related policies and procedures are being managed across _

final implementation both organisations to ensure that they are remaining consistent and longer term, are capable of Due Date:

they appear to supporting closer integration should it be needed. 31/03/2021
deviate (eg

Information Asset
Register and
Management Action
Plans).
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12

Action Plan

In this section we set out the findings arising from our work. We have organised the findings by recommendation rating. Details of what each of the ratings represents can

be found in Appendix 3. NB Unless stated otherwise, our findings relate to both organisations ie the Authority and not to a specific organisation.

Findings and Recommendation Action Plan

(imp)

Future
Developments and
Plans

Whilst many of the
building blocks of
sound GDPR
compliance are in
place, it is not clear
what the future
intentions of the
joint organisation
are.

© 2020 Grant Thornton UK LLP | Confidential

Key findings

Authority consists of two separate legal organisational entities (SCRMCA and SYPTE) which should be
treated as such and each be capable of being assessed at this time independently of the other, from a
regulatory perspective. Evidence of cultural differences between the two organisations, which may present
barriers to more efficient integration unless actively managed.

Recommendation

Consider using a GDPR maturity framework based approach across both organisations to
assess where you are currently and what you are trying to achieve with your GDPR/DPA2018
compliance activities, particularly with regards to improving efficiencies and effectiveness.

See Key Recommendation Guidance on page 24/25/26 for more information.

Agreed Actions:

Agree, the two organisations
are actively developing annual
improvement plans to
consistently improve
compliance. Work on closer
integration will continue. GDPR
working group established.

Responsible Officer:

Stephen Batey and Andy
Dickinson

Executive Lead:
Steve Davenport
Due Date:

ongoing



Action Plan

In this section we set out the findings arising from our work. We have organised the findings by recommendation rating. Details of what each of the ratings represents can

be found in Appendix 3. NB Unless stated otherwise, our findings relate to both organisations ie the Authority and not to a specific organisation.

Findings and Recommendation Action Plan

Compliance

Management
Automation

(lmp)

The system being
used is
predominantly
manual and
therefore heavily
labour focused, and
dependent on
interpretation of
extensive data held
in spreadsheets and
other documents.

13 © 2020 Grant Thornton UK LLP | Confidential

Key findings

Each organisation uses a different Information Asset Register (IAR) format. SYPTE’s IAR only contains a
small subset of the fields used by SCRMCA, and does not clearly identify the associated Security
Classification which should be used and other very important details which should be tracked and actively
managed/maintained.

Recommendation

9 Consider using a compliance management automation platform across both organisations (eg
the Local Government Association’s LG Inform Plus or something similar) to help you maintain
your GDPR/DPA2018 compliance activities, particularly with regards to improving efficiencies
and effectiveness.

See Key Recommendation Guidance on page 27 for more information.

Agreed Actions:

The two organisations will look
at automation opportunities
where they add value.

Responsible Officer:

Claire James and Andy
Dickinson

Executive Lead:
Steve Davenport
Due Date:
01/12/2020



Action Plan

In this section we set out the findings arising from our work. We have organised the findings by recommendation rating. Details of what each of the ratings represents can
be found in Appendix 3. NB Unless stated otherwise, our findings relate to both organisations ie the Authority and not to a specific organisation.

Findings and Recommendation Action Plan

Log File Key findings Agreed Actions:
Management

With the exception
of certain key
conditions, the
extracting of key
insights and action Andy Dickinson
events from activity

Review to be undertaken and
costings obtained. ViM
assessment to be undertaken.

(imp) Only basic operational type exception situations eg low disk are being automatically flagged in the log file

related processes; suspicious non-operational based exceptional situations depend on manual review and
escalation. It has not been possible to confirm, due to time constraints, whether system log files are
appropriately secured and properly protected. System logs are not included on IARS. Responsible Officer:

o Recommendation Executive Lead:
log files is a manual : ) : : -
process, which 10 Review the way in which GDPR/DPA2018 related log file data is being used across both Steve Davenport
means that the organisations to identify opportunities for the use of additional software to more easily alert
investigation of relevant officials to abnormal and suspicious activity, Due Date:
certain suspicious 31/03/2020

events may be
delayed or even
missed.

14  © 2020 Grant Thornton UK LLP | Confidential



Action Plan

In this section we set out the findings arising from our work. We have organised the findings by recommendation rating. Details of what each of the ratings represents can
be found in Appendix 3. NB Unless stated otherwise, our findings relate to both organisations ie the Authority and not to a specific organisation.

Findings and Recommendation Action Plan

HR Platform Key findings Agreed Actions:

New HR system being
implemented.

(imp)  Personal data
(particularly, official-
sensitive data)
stored within the HR
platform might not
be protected in line

SYPTE’s HR platform know as WorldServices is being considered for replacement. However, it has not
been possible to confirm how personal data (particularly, official-sensitive data) is being protected within
the application, and the specific details of how access is being managed at a detailed level, from an Responsible Officer:
application function security perspective, to ensure only an appropriate level of access is given based on Rachel Radford

the needs of a role.
Executive Lead:

with the
requirements of 3 Steve Edwards
DPA2018/GDPR, Recommendation - _ _
particularly with 11A Review the way in which access to the HR platform is being managed by SYPTE, to ensure that ~ Due Date:
regards to access access is being controlled and managed in line with the requirements of GDPR/DPA2018, and 30/09/2020
and physical the associated information security classification of the data contained within the system.
protection.

11B Review the way in which data within the HR platform (and associated non-production

environments) is being protected, to ensure that it and in particular, official-sensitive designated
data, is being properly protected in line with Cabinet Office and GDPR/DPA2018 requirements.
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Action Plan

In this section we set out the findings arising from our work. We have organised the findings by recommendation rating. Details of what each of the ratings represents can

be found in Appendix 3. NB Unless stated otherwise, our findings relate to both organisations ie the Authority and not to a specific organisation.

Findings and Recommendation Action Plan

(imp)

Backup Data
Protection

It has not been
possible to confirm,
due to time
constraints, whether
the backup data
being held at the
Barnsley
Interchange is being
properly protected
and secured.

© 2020 Grant Thornton UK LLP | Confidential

Key findings

SYPTE'’s backup files are held offsite at the Barnsley Interchange, with a further backup in the cloud ie MS

Azure based.

12

Recommendation

Review the way backup data is being protected to ensure that storage and access is in line with
the requirements of GDPR/DPA2018 legislation.

Agreed Actions:

Agreed, increased security at
Barnsley to be implemented.

Responsible Officer:

Nigel Cairns, Head of
Infrastructure

Executive Lead:
Andy Dickinson
Due Date:
01/10/2020
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Action Plan

In this section we set out the findings arising from our work. We have organised the findings by recommendation rating. Details of what each of the ratings represents can

be found in Appendix 3. NB Unless stated otherwise, our findings relate to both organisations ie the Authority and not to a specific organisation.

Findings and Recommendation Action Plan

Internal Self-
Auditing

There are
opportunities for
each organisation to
internally
audit/review the
others activities as a
way of sharing
views and best
practice.

(imp)

© 2020 Grant Thornton UK LLP | Confidential

Key findings

Comprehensive GDPR related management processes with supporting policies and procedures, across
both organisations although sometimes different in content and approach. Also, there is also evidence of
cultural differences between the two organisations, which may present barriers to more efficient integration

unless actively managed.

13

Recommendation

Consider the use of an internal self-auditing approach that would enable each organisation to
audit the other organisation’s activities, to assist in sharing best practice and knowledge.

Agreed Actions:

GDPR working group
established and meeting
monthly to share best practice.

Responsible Officer:

Claire James and Andy
Dickinson

Executive Lead:
Steve Davenport
Due Date:
01/10/2020
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Action Plan

In this section we set out the findings arising from our work. We have organised the findings by recommendation rating. Details of what each of the ratings represents can

be found in Appendix 3. NB Unless stated otherwise, our findings relate to both organisations ie the Authority and not to a specific organisation.

Findings and Recommendation Action Plan

Unstructured Data

Based on the details
contained within the
IARSs for both
organisations, there
is a significant
amount of personal
data being held in
unstructured
locations.

(imp)

© 2020 Grant Thornton UK LLP | Confidential

Key findings

SYPTE’s IAR’s show a significant amount of personal data that is destined for key systems such as the HR

Platform, Payroll and the CRM applications, but is held temporarily in various unstructured locations whilst
it is making its way to these structured repositories.

14

Recommendation

Review the way in which unstructured personal data is being used and stored across both
organisations to ensure that it is always being securely protected, in line with the requirements of
GDPR/DPA2018.

Agreed Actions:

A new HR system will be
implemented and further
opportunities to review
personal data flow across
systems will be taken.

Responsible Officer:
Rachel Radford
Executive Lead:
Stephen Edwards
Due Date:
30/09/2020



Key Recommendations Guidance
Cabinet Office
Supplier Assurance Framework

o

Cabinet Office

Supplier Assurance Framework:
Good Practice Guide

Version 1.1 — May 2018

Source:

https://assets.publishing.service.gov.uk/government/uploads/syste
m/uploads/attachment data/file/707416/2018-May Supplier-
Assurance-Framework Good-Practice-Guide.pdf

1|Page Verslon 1.1 May 2018
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https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/707416/2018-May_Supplier-Assurance-Framework_Good-Practice-Guide.pdf

Key Recommendations Guidance

Cabinet Office
Government Security Classification

ﬁ.

Cabinet Office

Government Security

Classifications
May 2018

Source:

Version 1.1 —May 2018 https://assets.publishing.service.gov.uk/government/uploads/syste
m/uploads/attachment data/file/715778/May-2018 Government-
Security-Classifications-2.pdf

Page 1 of 37
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https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/715778/May-2018_Government-Security-Classifications-2.pdf

Key Recommendations Guidance

Controls Framework
Ongoing Compliance Monitoring

A 5 I © I v T o I n e B e B L
'GDPR Audit Program for Small and Medium-sized Enterprises

1 DPP1 Maintain Data Governance
2
3

DPP11-1 |Governance is defined and Data protection and privacy [DPP) is a standing agenda | L Verify by inspection of the agenda and minutes of the board or management

documented with all key data item at the monthly board and management meetings. meeting.

4 protection

DPP11-2 formally assigned. |The organization's operating activities are 1 Verify that izat objectives. reflect DPP provisions.
5 and include an of their impact on DPP.

DPP11-3 Formal documentation is in place to indicate regulatory |1 Review documentation for existence of procedures covering privacy, data

requirements. |collection, data handling, data retention, data security and data processing.
2. Verify that procedures contain appropriate references to frameworks and
|standards.
6 3. Verify that ion contains review dates and

DPP11-4 Formulating the organization's data protection policy has |1 Review the respensibility assignment matrix (RACI) where completed.

been assigned to a named individual or project group. 2. Inspect the roles and ibilith of those
[for data privacy.
7 3. Interview the named individual.

DPP11-5 There is a data protection pelicy in place and there are 1. Confirm that the data protection policy was reviewed within the agreed
adequate procedures in place to ensure that the data timesecale by checking the document's revision date, version number, etc.
protection policy is reviewed: 2 Review the organization's data protection policy and confirm that it:
a.periodically (e g, annually)? »isclear and concise
b. amendments are subject to validatien? * explains the need fer such a policy
€. amendments are made in a timely manner, i.e., » states the organization's attitude towards data protection

AUDIT PROGRAM NARRATIVE immediately in the light of an actua| event? » clearly sets out the. ization's data protection

+ states the organization's dats protection staffing and reporting structures
« states the disciplinary procedures which may be invoked should employees

8 [fail to comply with the data protection palicy
DPP11-6 |Objective and scope of the data protection "team," are  |a. Confirm by examination that the objectives and scope of the data
defined |governance function (DGF), or equivalent, satisfactorily addresses data

CUPR AUDIT

protection issues
b. Check by enquiry that the make-up of the DGF includes representatives from:
* senior management
P R O G R A M F O R + appropriate users (s.g, units/sections)

* the data protection officer (DPO) (if required o equivalent)
T senvices
+ intemal audit

« legal services
. Examine the minutes of the group and note any specific issues, and confirm

by enquiry that these were followed up and addressed
d. Review the reports made to, for example, the organization's directors.
ina hodu and canfirm that th 7 d rel et th

"
M E D | U M Instructions | Glossary of Terms | DPP1 | DPP2 | DPP3 | DPea | DPPs | DPre || DRR7 | DPP8 | DPPS | (&) 0

Core Processes Source: ISACA
DPP1 Maintain Data Governance )

DPP2 Data Protection Responsibilities Audit Programme: GDPR Audit Program for Small and Medium
DPP3 Manage Personal Data Risk .

DPP4 Manage Personal Data Security Enterprises:

DPP5 Manage Personal Data Supply Chain https://www.isaca.org/bookstore/cobit-5/waugdpr

DPP6 Manage Incidents and Breaches

DPP7 Create and Maintain Awareness . . L . .

DPP8 Organize DPO Function White Paper: Maintaining Data Protection and Privacy Beyond

DPP9 Maintain Internal Controls GDPR Implementation
https://www.isaca.org/bookstore/bookstore-wht papers-digital/whpmdp
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Key Recommendations Guidance

Controls Framework
Ongoing Compliance Monitoring

~ u o w a 1 . a n

GDPR Audit Program for Small and Medium-sized Enterprises
DPP1 Maintain Data Governance

Ref. Framework/

DPPL1-1 Governance is defined and Data protection and privacy (DPP) is a standing agenda 1. Verify by inspection of the agenda and minutes of the board or management
documented with all key data item at the monthly board and management meetings. meeting.
protection responsib
DPP11-2 formally assigned The organization's operating activities are documented 1. Verify that organizational objectives adequately reflect DPP provisions
and include an assessment of their impact on DPP.
DPPL1-3 Formal documentation is in place to indicate regulatory 1. Review documentation for existence of procedures covering privacy, data
requirements. collection, data handling, data retention, data security and data processing.
2. Verify that procedures contain appropriate references to frameworks and
standards

3. Verify that documentation contains review dates and authorization.
DPPL1-4 Formulating the organization's data protection policy has |1 Review the responsibility assignment matrix [RACI) where completed.

been assigned to a named individual or project group. 2. Inspect the roles and responsibilities/job descriptions of those responsible
for data privacy.

3. Interview the named individual.

DPPL1-5 There is a data protection policy in place and there are 1. Confirm that the data protection policy was reviewed within the agreed
adequate procedures in place to ensure that the data timescale by checking the document's revision date, version number, etc.
protection policy is reviewed: 2. Review the organization's data protection policy and confirm that it:

a. periodically (e.g., annually)? * is clear and concise

b. amendments are subject to validation? * explains the need for such a policy

. amendments are made in a timely manner, i.e,, = states the organization's attitude towards data protection
immediately in the light of an actual event? = clearly sets out the organization's data protection requirements

= states the organization's data protection staffing and reporting structures

= states the disciplinary procedures which may be invoked should employees
fail to comply with the data protection policy

DPPL1-6& Objective and scope of the data protection "team,” are a. Confirm by examination that the objectives and scope of the data
adequately defined. governance funcrion (DGF), or equivalent, satisfactorily addresses data
protection Issues

b. Check by enquiry that the make-up of the DGF includes representatives from:
* senior management

* appropriate users (e.g., units/sections)

= the data protection officer (DPO) (if required or equivalent)

= IT services

= internal audit
* legal services
€. Examine the minutes of the group and note any specific issues, and confirm

Source: ISACA, Audit Programme: GDPR Audit Program for Small and Medium Enterprises
https://www.isaca.org/bookstore/cobit-5/waugdpr
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Controls Framework
Ongoing Compliance Monitoring

Next Steps Further Information

10 Steps to
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Security Centre
g Network Security
User education
0:=) and awareness
Malware
prevention

Cyber Security

Managing user
privileges

Incident
management
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Set up your Risk
Management Regime

Monrtonng ?
Removable
media controls

Home and =
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Secure configuration
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for more rfomation goto. @ wwwincsc.govuk W @ncsc
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NCSC Ten Steps Cyber Control Framework:
https://www.ncsc.gov.uk/collection/10-steps-to-cyber-security

ISO/IEC 27001 Information Security Management Standard:
https://www.iso.org/isoiec-27001-information-security.html

NIST Cybersecurity Framework (CSF): https://www.nist.gov/cyberframework

ISACA COBIT: http://www.isaca.org/COBIT/Pages/default.aspx

CIS Critical Security Controls: https://www.cisecurity.org/controls/

Data Security and Protection Toolkit (DSPT), NHS Digital:
https://www.dsptoolkit.nhs.uk/

Cyber Assessment Framework (CAF): https://www.ncsc.gov.uk/collection/caf

ISACA GDPR Controls Framework: https://www.isaca.org/bookstore/cobit-
5/waugdpr
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http://www.isaca.org/COBIT/Pages/default.aspx
https://www.cisecurity.org/controls/
https://www.dsptoolkit.nhs.uk/
https://www.ncsc.gov.uk/collection/caf
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GDPR Maturity

MEASURING

Accountability
Definedandundersiood, Data Govemance,
detesminedwith RACI &DPO appointed.
Apprgritecsneshipandthat esponsibiities
amknownandundesinod stalltafflewls AS

Ol

0

Lawfulness, Purpose
Limitation &Accuracy
= Etionofbeing

poselimitation,

Each ofthese five areas incorporates aspects
of the twelve sub-domainsthat we have used
to measure and compare ourselves against;
allbench-rmarked using data collected across
differing organisations and businesses.

Essentidly, the GDPR Maturity Frameworkisa

PR questions, splitacross these twelwe
critical domains, and they have been developed
utilisirg the: UK regulator’s ICO chechdist, induding
Article 29 Working Party guidance, and EU EDPB

"R Articles and Recitals

Itis a practicalinterpretation ofthe GDPR text that
takes into account the ‘how” and ‘why'a particular
implementation or risk mitgation was sdected.

(GOPR Maturity Fr

Source: Steve Wright, Privacy Culture - https://iapp.ora/media/pdf/resource _center/PrivacyCulture_ GDPR_Maturity
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Recordsof Processing Risk Ma
Activities

relof Processing Actiites omplias with

ulations = rehensi

ment &Control Policies, Training, Awareness
and Culture

Dats poiecion polcespmaeduresin plae and
saffadequatshytmined Awamnessandcutus
change programimne. A24

inas@ndaxd m\:t.:llﬂﬂlntn! ntof the

risks identified.

04

Transparency

Curent,relvant, accursieandcomimunicaied
prhacy andiorcookienoicesor allbusiness
proceses ASla- tansparency A2 W

Data Protection by Design&
ImpactAssessment
Disia Protection by Design and Defsul ks

pm:.gq.az.mmhrm widslines on(1PA

Itis not an audit framework, as the questions were
developed ina waythat would encourgge the
interviewee to be open and transparentinrespect
totheirlevel of understanding, knowledgeand
accountability and does not rely on substantive
evidence.

The maturity scoring (0-5) s also subjective and
B basedonthe resporsesto the questions Itis
however, avery good indicator asto how mature:
the procedures, docurnentation are that an
organisation has inplace, and canbeused asa
measure of GDPR maturity. The maturity rating
has been developed using the internationally
recognised Capability Maturity Matrix Integration
(CMMI) developed by Camege Mellon University.

07 09

08 10

DataBreach & Incident
Management

Prcessupdstedtocaer 7 2hows
stadh

DataSecurity
Imwsv!tﬁd.spwj pistetechnicl and
itymessimes b poiect dis
hnhnEIEI sighs and fieedoms.
AZ2

Third Party Data Processors
AppRriEecont {

2P
vidusls Procedusm must
beesied &shearsed A33-34

SCORING MATURITY

Thefollowing scores are appliedto a
respandant’s answersto delver an overall
rmaturity score:

Optirmal and independenthy verified 455
Managed controls and benchrarked 4-45
Managed controls but not benchmarked  3-35
Defined controls andfully implermented 25-3
Defined but not fully rolled-out 2-25
Repestable contrals 152
Ad hoc but sorme controls 15
Initial but ad hoe 0.51
Monexstent 0

daturity Framewark 19

Framework.pdf



https://iapp.org/media/pdf/resource_center/PrivacyCulture_GDPR_Maturity_Framework.pdf
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MEASURING

MNow let's look at what we mean by ‘maturity’ across the five areas of Accountability,
Rights, Cyber Security, Training & Awareness and Demonstrating Compliance.

Accountability
e

detemninedwith RAC! & DPO appoined
——— -
amknownandundesinod atallsEiflests A5 AS1=)

Ol

Retention& Deletion
Personal data s prcesed for nobonger thanis

necessany for the purpases for which itwes
coliecied and delefion procedunes in place.

03

Recordsof Processing
Activities

The Racondof Proaessing Activilles mamples with
GOPR Fegutations and scomprehensihe,
abouEts cunent and accessible {descihes fe

05

ks

o JODN BN

02

Lawfulness, Purpose

Limitation 8&Accuracy

[iata poncessing meets the legisbitnofheing
ditzwiully Including

Each ofthese five areas ncorporates aspects
of the: twehe sub-domainsthat we have used
to measure and cormpare ourselves against;
dlbench-marked using data collected across
differing organisations and businesses.

Essentially, the GDPR Maturity Frameworkisa
set of GDPR questions, splitacross these twelve:
critical domains, and they have been developed
utilising the: UK regulator’s ICO chechist, induding
Article 29 Working Party guidance, and EU EDPB
notices, and al of the GDPR Articles and Recitals.

Itis apractcalinterpretation ofthe GDPR text that
takes into account the ‘how’ and ‘why'a particular
implernentation or risk mitigation was selected.

(GDOPR Maturity Framework 18
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Transparency
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Itis not anaudit framework, as the questions were
developed ina waythat would encourage the:
interviewes to be open and transparent inrespect
to their level of understanding, knowledge and
accountability and does not rely on substantive
evidence.

The matwrrity scoring (0-5) s alko subjective and
s based onthe responsesto the questions Itis
however, avery goodindicator asto how mature
the procedunes, docurmenitation are that an
organisation hasinplace, and canbeused asa
measure of GDPR rmaturity. The maturity rating
hes been developed using the intermationally
recognised Capability Maturity Matrix Integration
(CMMI) developed by Carnegie Mellon University.
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Other Guidance

Review and improve the existing controls and assurance framework to support current and future needs in the areas of
information security including cyber security and data privacy (GDPR/DPA2018)
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FIGURE 2= Exgrmghs Operatons Life cyce Maodel
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Source: ISACA, White
Paper: Maintaining Data
Protection and Privacy
Beyond GDPR
Implementation
https://www.isaca.org/bookst
ore/bookstore-wht_papers-
digital/whpmdp
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Compliance System Automation

Example Only (and not official GT endorsement):
From the start of April 2018, LG Inform Plus offers enhanced data and tools to meet the General Data Processing Requirement (GDPR) to
maintain a RoPA

Local Government Association | LG Inform | LG Inform Plus | Data | Standards Help | About | Signin | Register Another good source Of pOSSIble Compllance Solutlons IS the
‘- LG Inform Plus IAPP (International Association of Privacy Professionals)
Government po\v‘vered b'\/ esd P“Vacy Tech Vendor Report:

S https://iapp.org/resources/article/2019-privacy-tech-vendor-

report/

I3 s of articial intelligence and predictive analytics in Local Government

lapp

Reports Natural My Local 2019 privacy Tech

VENDOR REPORT

neighbourhoods Metrics

Powers and Records RoPA

duties Retention

Open data Data maturity LG Inform

5

Source: Local Government Association - https://about.esd.org.uk/news/record-processing-activity-ropa-lg-inform-plus and
https://about.esd.org.uk/tools
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Appendix 1
Audit Planning Brief

o Grant Thornton

Audit Planning Brief

General Data Protection Regulation - Internal Audit

nnnnnnnn

Sheffield City Region Mayoral Combined Authority and South Yorkshire Passenger Transport Executive
November 2019
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Appendix 2

Staff involved and documents reviewed

Staff involved

Steve Davenport - Principal Solicitor and Secretary (DPO) (Group)

Claire James - Senior Governance and Compliance Manager (SCRMCA)
Andy Dickinson - Head of Information Technology (SIRO) (SYPTE)
Stephen Batey - Head of Mayor’s Office (SIRO)

Christine Marriott - Scrutiny Officer (SCRMCA)

Jayne Hampshire - Corporate Services (SYPTE) [check]

Scott Yellott - Corporate Services (SYPTE) [checkK]

Rachael Radford - Head of HR (SYPTE)
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Documents reviewed

Completed IASME-Governance-and-Cyber-Essentials-Question-Booklet
Data Protection Policy

Risk Management Policy

IT Policy

GDPR Policy Approval

GDPR Compliance and Monitoring Plans

GDPR Board Updates

Privacy Impact Assessment Guidance
Information Asset Assurance Process Procedures
Data Breach Procedures

Information Asset Registers

Risk Management Data

IT Health Check Reports

PLUS

Other documents shared by Interviewees
Documents downloaded from SCRMCA/SYPTE Public Website eg Public Trust
Board Meeting Papers and other related NHS sites



Appendix 3 - Our assurance levels

The table below shows the levels of assurance we provide and guidelines for how these are arrived at. We always exercise professional judgement in determining
assignment assurance levels, reflective of the circumstances of each individual assignment.

Rating Description

Significant Overall, we have concluded that in the areas examined, there are only minor weaknesses in the risk management activities and controls
assurance with designed to achieve the risk management objectives required by management.

isrﬁmr?)vemen ¢ Those activities and controls that we examined were operating with sufficient effectiveness to provide reasonable assurance that the related
rec:)uire d risk management objectives were achieved during the period under review.

Might be indicated by minor weaknesses in design or operation of controls and only LOW rated recommendations.
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Appendix 3 - Our assurance levels (cont’d)

The table below describes how we grade our audit recommendations.

Rating Description Possible features

Medium Findings that are important to the management of risk in the business area, » Important activity or control not designed or
representing a moderate weakness in the design or application of activities or control operating effectively
that requires the immediate attention of management = Impactis contained within the department and

compensating controls would detect errors
= Possibility for fraud exists
= Control failures identified but not in key controls
= Non-compliance with procedures / standards
(but not resulting in key control failure)
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